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« APPELLATE COURT CLARIFIES LIMITS OF INTERNET ANONYMITY -
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The recent Ontario Divisional Court decision in
Warman v. Fournier, set a significant Internet law
precedent by ruling that the identity of an anony-
mous Internet user will not be automatically dis-
closed to a plaintiff in civil litigation, even though
the information is in the possession of a named
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defendant. The decision confirmed that identity
information should only be disclosed when the
plaintiff’s claim is legitimate and after a considera-
tion of the public interests at stake.

The Warman case is now the leading authority in
Ontario for the proposition that although an Internet
user’s anonymity should not be protected absolutely,
the mere commencement of a lawsuit will not give
rise to an automatic entitlement to identity informa-
tion. Instead, the courts must balance the right of a
plaintiff to seek redress against the public interests
served by anonymous Internet activity.

BACKDROP TO WARMAN

The jurisprudence before Warman arose in a
number of different legal contexts:

e in the criminal context, particularly
search and seizure cases;

e in proceedings for Norwich orders,
seeking third-party discovery; and

e in cases following Irwin Toy Ltd. v. Joe
Doe,” a relatively early case on disclosure
of the identity of anonymous Internet
users that is now usually referenced in
the Norwich cases.

These lines of cases have one thing in common:
in every one of them, the court has required a
screening process. Disclosure is not automatic. Each
context was considered in Warman.
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CRIMINAL CONTEXT

The issue of whether to order disclosure of infor-
mation identifying an Internet user first arose in the
context of criminal investigations involving search
and seizure. Since s. 8 of the Canadian Charter of
Rights and Freedoms applies to informational pri-
vacy, the courts have developed a test to determine
whether, in any particular case, there is a
“reasonable expectation of privacy.” The test re-
quires the court to consider not only the accused’s
subjective expectation of privacy but also a number
of other factors. Ultimately, the court’s decision is
based on the “context of the disclosure and the total-
ity of the circumstances.”

The cases involving the identity of an Internet
user, which have been fairly frequent in the criminal
context, have had different outcomes, depending on
the circumstances. The most recent case discussing
this issue in detail held that “there is a reasonable
expectation of privacy” in a party’s subscriber infor-
mation, which links his or her identity to Internet
usage.” The Court of Justice found that a name and
address can be a “critical link between the [Internet
user] and very private information.” None of that
information is meaningful until it is associated with
the person, by name and contact information. And
when the person’s identity is known, his or her pri-
vacy is invaded.” However, this has not always been
the view of the judges deciding s. 8 cases.’

The common thread in the criminal cases is the
requirement that a court consider all the circum-
stances when deciding whether to order disclosure.
Disclosure is not automatic.

NORWICH ORDERS

In civil litigation, an equitable remedy of “pre-
action discovery” has developed to permit a plaintiff
to discover the identity of a proposed defendant. It
was developed in an early U.K. case, Norwich
Pharmacal Co. v. Comrs. of Customs and Excise’ —
hence a “Norwich order.” A plaintiff must meet a
multipart test to obtain a Norwich order. There is no
automatic entitlement.

Norwich orders are now routinely sought to dis-
cover the identity of anonymous Internet users. A
leading decision is that of the Federal Court of Appeal
in BMG v. John Doe, a case about music sharing on
the Internet. In BMG, music companies wished to
sue Internet users for copyright infringement. The
music companies started an action against a number
of “John Does” and then brought third-party motions
against Internet service providers seeking disclosure
of the customer information that would potentially
identify the John Does. The Court followed the



Internet and E-Commerce Law in Canada

July 2010 Volume 11, No. 3

Norwich line of cases, holding that the following
factors govern the determination whether to grant
the order:

1. The applicant must establish a bona fide claim
against the unknown alleged wrongdoer.

2. The third party from whom discovery is sought
must, in some way, be involved in the matter
under dispute.

3. The third party must be the only practical source
of the information available to the applicant.

4. The third party must be reasonably compensated
for expenses and legal costs arising out of com-
pliance with the discovery order.

5. The public interests in favour of disclosurge must
outweigh the legitimate privacy concerns.

In reaching its decision, the Federal Court of
Appeal dealt extensively with the Internet users’ pri-
vacy interests, stating that they are “significant and
they must be protected.”"” Ultimately, the Court
upheld the decision of the motions judge that the
evidence put forward in support of the motion was
insufficient to justify making the order.

The Ontario Court of Appeal recently considered
the test for Norwich orders outside the Internet con-
text and observed that a Norwich order is intended to
be an exceptional, though flexible, equitable remedy.
There is no automatic disclosure."

IRWIN TOY

A similar approach was taken by the Ontario
Superior Court of Justice in the relatively early case
of Irwin Toy,” in which the plaintiff wished to sue
the anonymous author of certain emails for libel. The
Court concluded that the disclosure of the identity and
address of the defendant should not be automatic. It
held that the moving party must first demonstrate in
affidavit material that it has a prima facie case against
“John Doe” in respect of the allegations made in the
statement of claim. Since the plaintiff had shown a
prima facie case and had been unable to obtain the
information by other means, the Court concluded that
the information should be disclosed."”

Both /rwin Toy and BMG are now routinely
referenced in motions for third-party disclosure of
identity information about Internet users. The recent
decision in York Unlverszly v. Bell Canada Enterprises,”
another libel claim, is a helpful example that includes
an extensive review of the law.

UNIQUE FACTS IN WARMAN

Warman is a libel action against the operators of
an Internet message board and several anonymous
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Internet users who allegedly posted libelous com-
ments about the plaintiff on the message board.
Although the plaintiff knew the identities of the mes-
sage board operators and sued them by name, he did
not know the identities of the posters. He therefore
sued them under the pseudonyms they used on the
message board.

At the document-production stage, the defendant
message board operators refused to disclose the
documents that might have identified the anonymous
Internet posters, citing privacy and other concerns
for the website users. The plaintiff then moved for
an order compelling the production of those docu-
ments. The plaintiff relied on the Rules of Civil
Procedure, requiring that all relevant documents be
produced unless privileged. The named defendants
admitted the relevance of the documents and that
there was no recognized privilege. The plaintiff
therefore sought the identity information on the basis
that it was already in the hands of a named party
with seemingly mandatory discovery obligations.
The plaintiff argued that disclosure should be auto-
matic. The motion judge agreed, but was ultimately
overturned by the Divisional Court.

DIVISIONAL COURT DECISION IN WARMAN

The Divisional Court began by considering the
Charter rights and values engaged by the request for
disclosure. The Court found that the case engaged
both freedom of expression, guaranteed by s. 2(b) of
the Charter, and privacy interests also protected by
the Charter.

FREEDOM OF EXPRESSION

The Divisional Court observed that “freedom of
expression is among the most fundamental of rights
possessed by Canadians” and that an individual’s right
to rernam anonymous can be a factor in exercising that
right.” It recognized that a relatlonshlp existed
between freedom of expression and anonymity,
referencing the Ontario Court of Justice in Canada
(Elections Canada) v. National Citizen's Coalition.
The Elections Canada case was a constitutional chal-
lenge of the reporting requlrements of certain parts of
the Canada Elections Act."” In that case, the Court
held that the removal of individuals’ right to remain
anonymous constituted an unJustlﬁed breach of the
Charter right to freedom of expression. '’

The Elections Canada decision is consistent with
the well-established law in the United States that has
repeatedly held that a person’s decision to remain
anonymous is an aspect of the freedom of speech
protected by the First Amendment. This principle
was developed before the Internet and recognizes
that people from time to time throughout history
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have been able to criticize oppressive prlagctices and
laws “either anonymously or not at all.”~ Protection
1s not, however, absolute.

PRIVACY

Quite apart from the role of anonymity in fostering
freedom of expression, the Divisional Court also
recognized that privacy interests must be considered.
It observed that the Supreme Court has recognized
that pri\lzgacy is a value deserving constitutional pro-
tection. Further, the Divisional Court observed that
informational privacy includes protecting the “bio-
graphical core of personal information” and that
courts have developed various tests to determine
whether in given circumstances there exists a rea-
sonable expectation of privacy.”

The Divisonal Court recognized that privacy in-
terests arose in favour of both the plaintiff and the
John Doe defendants:

As the Supreme Court ruled in Hill, the good reputa-
tion of an individual is intimately connected to his
right to privacy, and thus the right to privacy of the
plaintiff may be affected by the allegedly libelous
posts. At the same time, the John Doe defendants who
made the allegedly libelous postings arguably had a
reasonable expectation of privacy, having expressly
elected to remain anonymous when they did s0.”!

The Divisional Court acknowledged that these
conflicting privacy interests were engaged by the
Warman claim.

IMPACT OF THE RULES OF CIVIL PROCEDURE

Having decided that the Warman case did engage
Charter rights and values, the Divisional Court then
had to address the mandatory nature of the disclo-
sure obligations under the Rules of Civil Procedure.
The Court held that, since the Rules have the force
of a statute, they must be interpreted in a manner
consistent with the Charter and a court has inherent
jurisdiction to control the production and discovery
process. The Divisional Court followed D.P. v. Wagg,
another production case in which the Court crafted a
screening process to be used before producing Crown
briefs in civil litigation, despite the mandatory nature
of the Rules.”

The Divisional Court in Warman ultimately
held that

the fact that the motion engages the important
Charter value of freedom of expression, as well as
the right to privacy, heightens the need to have
regard to considerations beyond the traditional
concerns of relevance and privilege.23
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WARMAN TEST

The Divisional Court imposed a screening process.
It held that, in determining whether to order produc-
tion, a court should apply the principles articulated
in BMG and Irwin Toy and that the motions judge
was therefore required to have regard to the
following considerations:™

e whether the unknown alleged wrongdoer
could have a reasonable expectation of
anonymity in the particular circumstances;

e whether the plaintiff has established a
prima facie case against the unknown
alleged wrongdoer and is acting in
good faith;

e whether the plaintiff has taken reasonable
steps to identify the anonymous party and
has been unable to do so; and

e whether the public interest favouring dis-
closure outweighs the legitimate interests
of freedom of expression and right to pri-
vacy of the persons sought to be identi-
fied if the disclosure is ordered.”

This test differs from BMG since some of the
BMG considerations are unnecessary where disclo-
sure is sought from a defendant rather than a third
party. As well, the threshold for the plaintiff’s claim
is prima facie, rather than bona fide, since the
Charter right of freedom of expression is engaged.

The Divisional Court also acknowledged that
there may be circumstances in which other proce-
dural protections may be required, but declined to
impose a requirement to give notice, for example, in
the circumstances of this case.

In imposing this screening test, the Divisional Court
used its inherent jurisdiction to bring consistency to
this area of the law. The Divisional Court observed that
there “is no meaningful basis for distinguishing the
circumstances or the issue before the Court” from
BMG and Irwin Toy. Disclosure of identity information
should not be automatic. Otherwise, a plaintiff with no
legitimate claim could misuse the court rules by, for
example, commencing a frivolous action against an
Internet service provider for the sole purpose of
unmasking an anonymous Internet commentator. As
the Court said, “a third party can be made a defendant
for the price of issuing a statement of claim.” The
Warman decision ensures that this tactic would not
mean that the developed law can be avoided altogether.

[Editors note: Wendy Matheson’s civil litigation
practice focuses on corporate and commercial mat-
ters, technology and intellectual property, product
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liability, defamation and other media law issues, pri-

vacy, professional discipline and negligence and

human rights.

Natalie Biderman’s civil litigation practice focuses

on corporate/commercial litigation, including class
actions, broker/dealer litigation and public law.]
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